ANTEKO

- 06nayHbIN NHTErpaTop
ans cosdganua UT-nHdppacTpykTypbl,
XpaHeHUs 1 06paboTKM AaHHBIX,
pPe3epBHOIro KONMPoOBaHUS
n apyrux 3agay busHeca

)



Bo3MOXHOCTU

BesonacHasa n ygobHasa koprnopaTuBHas nnatgopma ans
XpaHeHus n obmeHa dannamu.

‘ XpaHeHne annos, ‘ CospaHune NUYHbIX Nanok, ‘ MoxHo 3aAaTb NPOV3BOSIbHbIN
CUHXPOHM3ALMS C NIOKarbHbIM npenocTaBneHune pasMep NPOCTpaHCTBa 4SS KaXgoro
nonb3oBaTtens nMbo HasHa4YnUTb KBOTY

orpaHn4YeHHbIX AOO0CTYMNoB

KOMMbOTEPOM.
ApYrMM nonb3oBaTensim. AN4 rpynnbl Nosib3oBaTesien.
Tapudurkauus 3a ncnonb3yemMbli 00bLEM.
‘ TernposaHue ' Bo3moXHOCTb gocTtyna K ' [obGasneHne HOBbIX
nosib3oBaTenen n npegocTaBlieHns

dannam c nbbIX yCTPOMCTB

N rpynnupoBaHne doansnos, Jaxe
(nnaTdgopmbl) 13 NbOK TOUKKM MUpa. UM OrpaHM4eHHbIX NMpaB AocTyna K

pasMeLleHHble B pa3HbiX narkax,
YTO yrpoLLaeT MouckK. hannam u katanoram obnayHoro
XpaHunuia.



lpenmyulecTsa

[MnaTtdopma oCHOBaHa Ha TEXHOSMOMMSX OpPen source, MO3TOMY CTaHET OTIMYHOM anbTePHATMBOWN NPONPUETAPHBIM PELLEHUSM,
BEHOO0pPbI KOTOpPbIX 6onble He paboTtatoT B Poccnn. A npodeccrmoHanbHasa nogaepkka obrayHoro cepsmca NOMOXET MNONyYnUTb
BCe Heobxoaumoe ans 6e3onacHon COBMECTHOM paboThl ¢ hannamm BbICTPO U C MUHUMArbHbIMK 3aTpaTaMu COOCTBEHHbIX
PECYPCOB.

MpenmMyLlecTBa peLleHns:

KauecTBeHHas anbTepHaTUBa NonynapHbIM BEHAOPCKMM NratdopmMam.

"apaHTMpOBaHHas MHPPACTPYKTYypa U BO3MOXHOCTb MacluTabmnpoBaHusa n onnatbl TOMbKO 3aHMMaeMoro MecTa.
MpodeccnoHanbHas NOMOLLb B NPOEKTUPOBAHUN, Pa3BEPTbIBAHUN U MUTPALMN.

NHTerpaums ¢ gpyrumm oOUCHLIMU NPUNOXEHUAMN, Hanpumep, oHnNanH-pegakropamu nnm BKC.

BHegpeHue ¢ yueTom onbiTa peanusaunm NPOEKTOB M My4LUNX NPakTyUK.

MpenocTtaBneHne cepBuca ¢ rapaHTupoBaHHbIM SLA.

Momowb ¢ murpaumen bannos Ha obnadHyto nnatopmy, BHEOPEHMEM PELLEHNA U Nnogaepkka 24/7 ¢ rapaHTUpoBaHHbIM SLA.

TecToBbI Nepro ¢ NpaBamMu agMUHUCTPATOPa, YTOObl OLIEHUTL, MOAXOAMT N peLleHe ANa Baluux 3aaau.



BapunaHTbl NocTaBKku

‘ NHcTannaums n HacTpourka ‘ NocTaBka peweHus ‘ YacTHasa nHctannaums
CEPBMCOB Ha MHAPACTPYKType B COCTaBe NnporpaMmHo- cepBuca nog MHanemayarnbHble
3akas4uka annapaTHOro Komnnekca TpeboBaHua 3aka3yuvka B
3awmLieHHoM obnake
(On-Premise pelueHue) Monbepem, noctaBmm AnTtexo.Cloud.
N HACTPOUM «Kenes3o»
n cepBuC O6nako pasBEpPHYTO B O4HOM

N3 caMblX KpynHbIX gaTa-
LeHTpoB Poccun —
TpactUHDo (Tier III).



‘ MnopToHe3aBMCMMOCTb

OcHoBY NpoAYyKTOB KOMMNaHUK
COCTaBMNSAT OTEYECTBEHHbIE
pa3paboTkn, NOITOMY KITUEHTbI
AnTteko.Cloud He 3aBUCAT OT
OrpaHN4YeHNn NHOCTPAHHbIX
BEHOpPOB.

[Toyemy BbIOUpatoT

‘ NHomBmnayanbHbIM Noaxon, K

KQXXOOMY KITMEHTY

KomaHga akcnepToB koMnaHum
nomoraeT nogobpaTtb onTuMarnbHoe
ANSA KNueHTa pelueHne, 6e36onesHeHHo
ero BHepuTb 1 NOAAEPXKNBaTb
NHPACTPYKTYpPY B pexnme 24/7.

‘ BesonacHocTb

Bce o6nayHble nnaTdopmbl 1 CEPBUCHI

AnTteko.Cloud pasBepHyTbl B 0O4HOM
N3 caMbIX KPYMHbIX AaTa-LeHTPOoB
Poccun — LLO[L TpactHdo (Tier ll,
ceptudpukauyms ISO 9001, PCI DSS).

Oo6nako AnTteko.Cloud nmeet atrtecrtar

152-03 (Y3-2).

Bce gaHHble nonb3oBaTenen oyayT
3allMLLEHbI B NOSIHOM 06beMe.

Yl

* TpuW NUHUK KPYTNIOCYTOYHON NOAAEPXKKN
s [OKMe NPOEKTHbIE KOMaHAbI

* Bal nepcoHarnbHbI MEHeIXep

s [lpo3payHocTb paboyero npouecca
s /luwem npocTble peLleHunsi CAOXHbIX 3aaay

= YpnobHoe ynpasneHue UT-uHgpacTpykTypon



bpeHanpoBaHne nHTepdeunca
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['Mbkas HacTporKa BHELLHErO Bnaa BCEX
CTpaHuu nHTepdenca B GUPMEHHOM CTUSE
KOMMaHun
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AUNTeKo
Cloud

Bxop 8 Kopnoparmemoe
oBABIHOS XparAnuge




[loaknoyeHne aHTUBKUpPYCa

BoamoxxHOCTb MHTerpaunmn ¢ aHtmemnpycom Kaspersky, Dr.Web, ClamAV
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Mapametpsi NOAbIOBaTENA

NTHSHAA HHGOPMALNR

BesonacHocTs

YEEAOMMHNA

Kaperitel gag NK v MobutbHe...

O6Lamnd gocryn

BHEWIHMA BNA ¥ AOCTYNHOCTL

Jocrynmocis

O6paboTka paitnos

KosprasHumansHooTs

NapameTpw cepsepa

O6Wme ceeaeHms
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AnTusupyc ana ®aiinos

Wcnanueemsit Gain ClamAY
Chyxba ClamAV

Chyxba ClamAV (epes coxer)

= ” : : | Bairel
Chyx6a anTMBmKpyc Kacnepokoro
A2 . Cepeep ICAP o
Orpannuene pasmepa Gaing Ana NeprOANMECKE 0 QOHOBOIO CRAMKPOBAHMA W 2arPYIKK OTACALHLIX GPATMENIOE, -1 DIHANIET Oruyrurmmms wr s win-=s | Badtel
MNpoeepaT: TOALKO NepBhie BalTe $aikna, -1 03HAUAET OTCYTCTEVE Or PaHuyeHiA ] -1 BadThl

Korpa sapaxeHHbe dailne HaXO4RTCA BO BpeMA GOHOBOMD CXAHNPOBAHNA | To... *

CoxpauuTn

AononuurensHo

Knuvenrtol OAuth 2.0 @
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dyHKkyumoHan 2FA nonb3oBaTeneun

[MopTan akTmBaunn agMMHUCTPATOPOM (pyHKUMOHarNa ABYyX(aKToOpHOU

ayTeHTU(uKaunm nosis3oBaTenen

10 v  entries per page

UserlD 4 E-mail Name Enabled?

dima 1
dima2 1
nextcloud |
ren_test 1
ren_test2 1
test 0
test_renadm 1
UserlD E-mail Name Enabled?

Showing 1 to 7 of 7 entries
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Search:
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NuTterpaunsa LDAP/AD

PelweHne no Bxoay nonb3oBaTesien u pasrpaHUYeHnto npas C
BO3MOXHOCTbO AobaBneHuto bonee 1 cepBepa ons nHrerpayum

NTAUHAR MHDOPMALIKA
Cepeep

bBelonachocts

YBEAOMAEHWA

Knwentt gas NK 9 mobunsmet..

| Copaep n Onpegennre nopr

OBt aoctyn

BHEWNHA Bud 1 AOCTYNNOCT

DN nonsscsarans \

JOCTYNHOCTE Mapans | Coxpamutn yuétHbie gannbie

g 0 = A O » B

Obpabortka @annon

| Mo anwoit Base o Onpepennte 6a3y nowncka DN Nposepurs Gaxy noucka DN
KOHGWIASHUMANSHOCTD e -

q

Brectn LDAP QuabTpbl 8pyUyl) (PEKXOMEHAYSTCR AR BONBLUIMX KaTAN0OB)
Napamerpol cepsepa

E Obupe ceegerna KOHOWrypaumna He 2asepluela

|
| NP _— —




MOHUTOPUHI COCTOAHUA

BHyTpeHHNI ©a30BbIi MOHUTOPUHI 3arpy3kn CTeHAa M BO3MOXHOCTb
NOAKNIYEHNSA BHELLHEro MOHUTOPUHIa No ccebinke (Zabbix v T4.)

BHeWHNA MOHHTOPUHT

r
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[logknto4yeHmne oPUCHOro NakeTa

NHTerpauus v nuueHsnpoBaHue naketa nporpamm P7-
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MarasmnH npunoxxeHumm

¥) VHTerpaumsi NpunoxeHUin U3 BCTPOEHHOMO MarasuHa Anst PaCLUMPEHMS LUTATHOTO
dyHKUMOHana (3almTa oT noadopa naponei K y4eTHbIM AaHHbIM, NoYTa, KaneHaapy u

TA.)

-
L Bawn nperoxeHns =¢  BoamoxHO OOHOBNTE 4 NPUACKEHNE O6xouTs BCE Haitn
|
Mowno LACREHMI, DR “oon, Kpyru, Kosm

V' AKTHEHIE NPWICKEeHNR

X OTKMOUSHHBIS NPANKEHNS

' Antivirus for files
4 O6nosnerm 4

= Ma v M O
W Naxets npUAOXEHWA N

B ONLYOFFICE 7 D RDNEHIVE M : : ‘
W PEKOMEHAYEMDIE NPHACKEHUA et ' : it ) i HaYyaHHTE BROANTE CAMBO/I ANA NOKCXD
#F Hactpodka & Activity 2180 v Pexomenayes
O fanens ynpariesnn Circles o T
m s

‘ Coilaborative 1ags 1.16 V' PEKOMEHIVEMbH OTKAOUNTS
& Mrpol

[+] Comments 1.1¢ Vv PeroMeRIYEMEE OTKNOUNTE
K VsTerpauma

£} Contacts Interaction 1,74 v PeKoMEAYEMEN OTKNOUNTD
A MOHWTOpVIHI
&4 Mynbraveara O Dashboard 6.0 v PekoMesiyeMis Orcmounts




HacTpowka gocTtyna nonb3oBaTenam

CospgaHue rpynn nornb3oBaTtenen,
nepcoHanbHasi ycTaHOBKa KBOT Ha
XpaHunuiie

N "
Yyncrumk n pynn ren_test
RY conte =
R new
P ‘
& renadm
o /'
T (fn_r.enndm 4



HacTponka gocTtyna K CChifikam

CosgaHune npaBus, KOTOpblE YCTaHaBNMBAOT NOPSAAO0K CPOKa XXM3HU CCbINOK, HAacTponKa
Mokasa CCbINMOK Ha onpeaeneHHbIX YCTPOMCTBaX, Nokas onpeaeneHHbIM rpynnam
rnonb3oBaTenen

O m & 4 =

Thapasetphl NONRIORATEAN
AocrynHbie obpaborkn @
& Trias mHdOpMaLmME AHETHA RERHNEAIN
A BEacnatecTs I
O Yoentmneums
Aonoanuteasnuie oSpaboton
O Kavesrs 255 TIK 0 MOBH b1 TIRCOMETIET MATA2N TR s
< OOwiri A0cTyn
Hacrpoennbie obpaborku
T Bosiumnl 30a v A0CTYIMOCTE
O Ascryrwocs
File retention & automatic deletion @
O Otgpatara gailaoo

{

KoMDuASSILBARTLHOCTY,

MapaveTpl ceprepa
" 1o 13N + Cospare
E Otawe coegermn

Noszeowea QI Natity owner a day bafore a fle is automatically deleted

€  Ocvossue napanser
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TexHn4yeckaa nogaepkka

‘ KoMneTeHTHbIN WTaT COBCTBEHHbIX MHXEHEPOB obecneunT paboTy nnatopMbl 1 obecneunT UKCUpPOBaHHbIN SLA.
‘ KpyrnocyTo4HbI NepcoHanbHbIN cepBUC-MeHeaKep OOCTYNEH Ha aTane BHEAPEHUS U Ha 3Tane aKchnyaTauumn.

‘ CBoeBpemeHHaﬂ noctaBka OOHOBMNEHUN .

Pexnm paboTbl Ha BbIbOp

YpoBeHb
HOMAE DKM KomneTeHuusa
AAEP 24 x7 MbpunaHbIn
PerucTpaLits 3asBok u Kpyrnocyto4yHo B paboune n
1 nuHnA ornpegeneHne npuoputeTa by yr P
BbIXOo4Hble (Npa3gHUYHbIE [HN)
YcTpaHeHne HencnpaBHOCTEN,
KOHCYynbTauusa no yHKUNoHany,
2 NUHUSA o OBﬁ eHvIl-le 06H0(I]3pj}lleHll;1ll71 y Kpyrnocyto4yHo B paboune n
poBea BbIXOAHbIE (NPa3gHUYHbIE OHW) Paboune AHw,
nnatdopMbl N ee KOMNOHEHTOB ¢ 09:00 go 18:00
paboTocnocobHOCTM Npu
3 NNHUSA

MHUMOEHTE N YCTPaHEeHNEe
KPUTUYECKNX HeNosraaokK



C yeM Mbl MOXeMm

‘ O6nayHas nHdpacTpykTypa

AwnTteko.Cloud

My6nnyHoe obnako

O6bnako 152-93

YacTtHoe obnako

'mbpugHoe obnako
O6bekTHOe xpaHunuile S3
ba3za gaHHbIX Kak cepBuC
MouToBLIN cepBUC M3 obnaka
O6na4dHoe xpaHunuuie

BusHec MO

BKC , mecceHaxepbl 1 9NeKTpoHHas
noyra

OdomcHoe NMO: paboTa c
nokymeHtamun, CRM, BPM

OB6meH hbarnamu

PeueBas aHanutnka

MOMOYb?

‘ NHppacTtpykTypHoe 10

oC
BupTtyanusauus

. YNpaBreHue katanoramu u
ayTeHTudukaumnemn

* Cyb[

*  [10 murpaumm n pennmkaumm

« Cucrembl pe3epBHOro KONMpPoBaHMs
« VDI

s« [10 Opkectpauun

e« [10 ona CXO

» Kubernetes

‘ Ob6opynoBaHue 1 ycnyrm
LOoA

» ApeHpa n npogaxa CX[
» ApeHpa mecta B O
(Co-location)

‘ PeweHnunsa ana obecneyeHus
MHdOpMaLMOHHOM 6e3onacHOCTH

AHTMBMpPYCHOE O

* [lpoBaungepbl KaHarIoB CBA3N

* 3awwuTta ot DDoS-atakn WAF
* 3awmTa oT yTeuvek gaHHbIX

‘ NT- koHcanTuHr

AyouT nHpacTpyKTypsbl
[MpoekTnpoBaHne NHPPaCTPYKTypPbl
Murpauuns B obnako

WHTerpaums peleHnn
ConpoBoxaeHue NHpacTpyKTypbl



OcTtanucb BONpochI?
CBsKMUTECH C HAMU
noObIM YyO0OHbIM
Orns Bac criocobom:

4 sale@iteco.cloud
Q) + 7(495) 252 - 25 - 55
& iteco.cloud
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